CYBERSECURITY COMMITTEE
OF
KBR, INC.
CHARTER

Article I.

Purpose

The Cybersecurity Committee (the “Committee”) is a committee of the KBR, Inc. (the
“Corporation”) Board of Directors (the “Board”). Its purpose is to assist the Board in fulfilling its
responsibilities to provide oversight of the Corporation’s systems (i.e., processes, policies,
controls and procedures) to (i) identify, assess and manage risks related to cybersecurity, (ii)
respond to and manage cybersecurity threats, including cybersecurity incidents and (iii) comply
with legal and regulatory requirements governing data security.
Article II.

Membership

The Committee shall consist of at least three members. All members of the Committee
shall be independent Directors and shall satisfy the New York Stock Exchange (the “NYSE”)
standard for independence. Members of the Committee shall be appointed, and may be removed,
by the Board. The Board shall designate a Committee Chair.
Article III.

Meetings

The Committee shall meet at least two times a year, and additionally as appropriate.
Members representing 50% or more of the members of the Committee shall constitute a quorum.
The Corporation Secretary or a designate shall be the Secretary of the Committee. Minutes of
each meeting and resolutions of Committee meetings shall be taken and kept by the Secretary. In
the absence of the Chair during any Committee meeting, the Committee may designate a Chair
pro tempore.
The Committee may invite any other individuals to attend meetings of the Committee, as
it considers appropriate. The Committee shall have access to professional advice from employees
of the Corporation, and from any external advisers, as the Committee considers appropriate.
Article IV.

Authority

The Committee has the authority to retain, set the terms of engagement, and terminate
outside advisors, including outside counsel and outside forensic or technical experts, as it deems
appropriate, and the Committee has the sole authority to approve related fees and retention terms.
The Committee has the authority to form, and to delegate authority to, subcommittees, to the
extent it deems appropriate.

Article V.

Responsibilities and Duties

The following shall be the responsibilities and activities of the Committee in carrying out
its purpose, including but not limited to:
•

•
•
•
•

•
•
•

•

•
•
•

•
•

reviewing with management the status of information technology systems and the
Corporation’s risks relating to information technology, including reviewing the state
of the Corporation’s cybersecurity, emerging cybersecurity developments and threats,
and the Corporation’s strategy to manage cybersecurity risks;
reviewing with management the Corporation’s cybersecurity incident response plan
and program, including escalation protocols with respect to prompt reporting of
cybersecurity incidents to management, the Committee and the Board as appropriate;
overseeing the selection, appointment and retention (by the Committee or otherwise)
of outside advisors to review the Corporation’s cybersecurity program and to
otherwise support the work of the Committee, as the Committee deems appropriate;
reviewing the plans and methodology for the periodic review and assessment of the
Corporation’s cybersecurity program by outside advisors, if applicable;
reviewing with management and outside advisors the findings from reviews,
assessments, and audits of the Corporation’s cybersecurity program by outside
advisors as well as corresponding remediation plans to address any areas for
improvement identified;
reviewing with management the Corporation’s assessment of how its cybersecurity
program aligns with industry frameworks and standards;
reviewing with management and reporting to the Board with respect to any significant
cybersecurity incident, reports to or from regulators with respect thereto, and root
cause and remediation/enhancement efforts with respect thereto;
reviewing and discussing with management the laws and regulations, as well as
significant legislative and regulatory developments, that could materially impact the
Corporation’s cybersecurity risk exposure, and evaluating the integrity of the
Corporation’s information technology systems, processes, policies and controls to
maintain compliance;
reviewing and discussing with management the current cybersecurity best practices
utilized by the U.S. government and companies in the Corporation’s industry to
assess whether the Corporation’s information technology systems, processes, policies
and controls meet benchmark standards;
reviewing the appropriateness and adequacy of the Corporation’s cyber insurance
coverage;
reviewing and reporting to the Board with respect to the budget and resources
allocated to cybersecurity;
meeting periodically in separate executive session with the Corporation’s Chief
Information Security Officer, and have such other direct and independent interaction
with such persons from time to time as the members of the Committee deem
appropriate;
reviewing the Committee Charter at least annually and revising it as appropriate; and
conducting an annual performance self – evaluation.
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